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Abstract—Cloud computing is a revolutionary information
technology paradigm, which provides users with unlimited, s-
calable, low-cost and convenient resource services. Challenging
security issues such as user privacy, access control, etc. still
urgently need to be addressed. Authentication, as the first line
of defence to guarantee cloud security, still faces great security
and privacy challenges. Users’ privacy is generally neglected
during authentication. Some authentication solutions provide
privacy preservation yet do not consider fine-grained access
control. To solve this problem, existing authentication schemes
applied bilinear pairing for authorized and fine-grained access
to cloud data. However, efficiency is still an unsolved challenge
for the bilinear pairing cryptography. To address the challenge,
this paper proposes an efficient attribute-based authentication
scheme. The proposed authentication scheme can achieve efficient
fine-grained access control and privacy preservation as well. We
conduct theoretical security analysis, and carry out experiments
to prove that the proposed scheme has good performance in terms
of computational, communication and storage overheads.

I. INTRODUCTION

Cloud computing is an emerging information technology
paradigm, which provides us with unlimited, scalale, low-cost
and convenient resource services. With the development of
cloud computing, more and more enterprises and individuals
store their data in the distributed cloud, and share these data
via cloud server. Cloud data storage and sharing have become
one of the most important cloud services, and also become
the trend of social development [1], [2]. On the one hand,
cloud services provide users with massive, convenient data
storage and data sharing. But on the other hand, security and
privacy concerns are still the major obstacles that hinder the
widespread use of cloud computing [3]-[6]. In cloud comput-
ing, to avoid data from unauthorized access/use, authentication
is the first line of defence to guarantee system and data
security.

Generally, the authentication schemes for the cloud employ
different techniques such as password (something users know),
smartcard (something users have), biometrics (something users
are) or their combination [7]-[10]. However, since traditional
password-based authentication schemes are subject to pass-
word guessing attacks, smartcard-based protocols are vulnera-
ble to stolen or lost threats, and biometric-based authentication
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schemes require critical privacy protection of the biometric
information, cloud data still faces unauthorized access issue
and other hidden dangers. Specifically, when handling the au-
thorized accessing of sensitive information such as healthcare
information, privacy preservation is of the utmost importance.
Nevertheless, user’s privacy is commonly neglected, especially
when a user challenges the cloud server to request for other
users’ data for data sharing purpose.

In addition to users’ privacy protection, fine-grained autho-
rized access is another challenging issues for cloud comput-
ing. With traditional ID-based techniques, fine-grained acess
control cannot be achieved. Attribute-based cryptography is
suitable for addressing fine-grained access problem for cloud
computing. In attribute-based system, the private key of a
user is directly related with his/her attribute set distributed
by the system attribute authority. With this characteristic,
attribute-based technique has many important applications,
and especially is ofen applied to e-health cloud [11], [12],
where users with different attribute sets can access to different
parts of the healthcare data for privacy reason. Recently,
lots of authentication protocols combined bilinear pairing
and attribute-based techniques for fine-grained access control
[13]-[16]. Therefore, to prevent sensitive information from
unauthorized accessing or abuse, so that only legitimate users
are allowed to access the private information from the cloud
server, and further reach fine-grained access control, it is of
great importance to further study privacy-preserving attribute-
based authentication and authorization solutions for cloud
computing.

A. Literature review

To deal with authorized access control, there exist a series of
authentication schemes, which employ different techniques. As
discussed above, traditional authentication schemes employed
password, smartcard, biometrics or their combination [7]-[10].
To address impersonation attack in previous scheme [17],
Jiang et al. presented an e-health cloud-based authentication
protocol using light-weight elliptic curve cryptography [10].
However, Jiang et al.’s scheme is still vulnerable to denial-
of-service (DoS) attacks. Irshad et al. improved Jiang et al’s
scheme by using session variables and adding an additional
one-half round-trip during mutual authentication. Their pro-
posed solution was secure in well resisting to replay attack
and denial-of-service attack [18].

APSIPA-ASC 2018



Proceedings, APSIPA Annual Summit and Conference 2018

In recent research works on authentication for cloud envi-
ronment, many studies focus on addressing the problem of
users’ privacy disclosure [19]-[27]. Chen et al. proposed a
privacy authentication scheme based on cloud for medical
environment [19]. However, their scheme failed to achieve
patient anonymity in the patient uploading phase. Additionally,
the scheme also failed to provide message authentication in
healthcare center uploading phase or patient uploading phase.
Chiou et al. improved Chen et al.’s scheme and proposed a new
authentication scheme that provided anonymity, unlinkability,
and message authentication for medical cloud environment
[20]. Yet their proposed scheme failed to support fine-grained
access control. Chaudhry et al. proposed an enhanced privacy
preserving remote user authentication scheme to overcome us-
er anonymity violation problem and smart card stolen problem,
and proved the security of proposed scheme using random
oracle model [21]. Jiang et al. proposed a privacy aware
authentication scheme for distributed mobile cloud computing
services [22]. The latter two schemes have the same problem
as Chiou et al.’s scheme. Qiu et al proposed a scheme that
used a bilinear pairing to achieve fine-grained access control
and protect cloud data in [23]. To protect users’ privacy during
authenticaiton, Gupta et al. used a bilinear pairing to achieve
anonymous authentication in [26]. Rui et al. introduced a
decentralized approach and provided authentication scheme
without revealing the identity of the user for secure data
storage in clouds [27]. By using attribute-based signature, their
authentication approach could address anonymity and user
revocation problems. However, computation efficiency is the
major limitation of their scheme.

To address the above mentioned problems, this paper intro-
duce an efficient privacy-preserving authentication scheme for
cloud computing. By employing attribute-based cryptography,
the proposed authentication scheme can provide fine-grained
access control. In addition, we analyse and prove the security
of the proposed scheme. We also discuss and demonstrate the
proposed scheme is efficient in computational and communi-
cation overheads.

B. Our contribution

In this paper, we consider achieving authorized access and
attribute privacy preserving with high efficiency simultaneous-
ly. The main contributions of this paper are in three-fold, as
follows:

1) We propose a secure attribute-based authentication
scheme with fine-grained access control for cloud com-
puting. The proposed scheme provides authorized access
to PHR system with privacy-preserving.

2) We provide an extensive security analysis and show that
sufficient security protection and privacy preservation
are guaranteed in the proposed authentication scheme.
Primary security requirements such as authorization and
sensitive attributes protection are satisfied. In addition,
the proposed scheme can effectively resist general at-
tacks such as replay attack, forgery attacks and collusion
attacks.
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3) We also carry out comprehensive performance evalua-
tion and further perform simulation experiments on both
Intel and smart phone platforms. Accordingly, experi-
mental results demonstrate that the proposed attribute-
based authentication scheme is practical, with reasonable
storage requirement, efficient computational and low
communication overheads.

The notations used in this paper are listed in Table L.

II. PRELIMINARIES
A. Attributes

The attributes of a user/subject consist of type-identifier
(e.g. patient, doctor, pharmacy), and characteristics that define
the identity of the subject such as affiliation, profession,
speciality, level, etc.

Fig. 1 shows an example of different users (health provider
and patient) owning different sets of attributes, which are
distributed by the trusted authority (TA).

B. Bilinear Pairing

Let G; and G5 be an additive and a multiplicative group
respectively, with large prime order g. Assumed that g is a
random generator of Gy, and e : G; X G; — G5 denotes the
bilinear map, for which the following properties hold:

o Bilinear: e(g%, h?) = e(g, h)®, Yg,h € Gy and Va,b €

Zy.
» Non-degenerate: Jg € G such that e(g, g) # 1.
« Computable: e is efficiently computable.

III. SYSTEM MODEL

In our scheme, all users (or patients) need to register with
the trusted attribute authority (TA), and TA takes charge
of initializing the whole system, issuing public parameters,
system master key and the universal attribute set. TA also
issues a unique attribute set and the corresponding private
key for a registered user. Users or patients will store their
data (including sensitive personal data) into the cloud for data
sharing purpose. Other user who wishes to access to patients’
data should first conduct authentication with the cloud. There
are three major parties involved in our scheme.

1) Cloud Server: The data storage site, patients can upload

their personal data to it and visitors can also access the
stored data after authentication.

TABLE I
NOTATIONS
‘ Notations Descriptions

Ay The universal attribute set
A; User 4’s attribute set A; C Ay
SK; User i’s secret key set based on its attribute set A;
< z;‘, Df > | Attribute authentication key set that DJA = ngA
H(-) One-way hash function
A Attribute ccess proof used to access the cloud server
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Fig. 1. Attributes of Users.

2) Trusted Attribute Authority (TA): The trusted attribute B. Proof Generation:
and key distribution center. TA is in charge of sys-
tem initialization, including initializing system public
parameters, system public key, system master key and
universal attribute set, and user registration, including
issuing a unique attribute set and the corresponding

For a user or visitor V'T; to access a patient’s health record,
it has to provide a correct attribute-based access proof to the
cloud server to achieve authorized access.

Algorithm Attr_Proof_Gen(\)

private key for the registered user. e This algorithm achieves generating the authentication
3) User/Patient: The user that uploads his/her personal data attribute proof. To access a cloud server, visitor VT

to the cloud server for storage and sharing. > Step 1. Generates the description of the required
4) User/Visitor: The user that wishes to access to the cloud PHR Inf, which is attached with timestamp T'S,

data. > Step 2. Creates an access proof AP with its secret

IV. ABAS: ATTRIBUTE-BASED AUTHENTICATION key set Xvr,, where

SCHEME Xy, = {x]f_l}’ )

In this section, we present the proposed attribute-based
authentication scheme, which consists of three phases: system
initialization, proof generation and proof verification. We also
show the proof of the correctness of verification at the end of

based on its attribute set Ayr,. There are several
steps to complete this procedure as follows.

1) Chooses attribute subset A\VT” where A\VTZ -

this section. (AV.T’." —qu? ), and Ay -7, denotes the set of some
sensitive attributes.
A. System initialization 2) Generates a corresponding index

In the initial step, the trusted attribute authority (TA) ini-
tializes the whole system using Algorithm Syst_Initi().
Algorithm Syst_Initi(Para, MK s, PKyys) with n-bit length, i.e. |I| = n as well to indicate
which attributes are included in. I; = 1 if a; €
EVTi; otherwise I; = 0. For instance, if IZVTI =
{a1,as}, we get the corresponding index as I =
110,...,0 .

3) Computes attribute proof as

I=4{0,1}", 2)

e The input of the algorithm is secret para, a series of
system values, as follows.
> TA first formalizes the universal attribute set as
AU = {al, a2y ...y an}
> And system master key M K, and public parameter

PKsyS AP — gh,([nf|TS)+£j€gVTi mf (3)
e Its outputs are system master key M K, = (8, g%) and

public PKy, including bilinear group G, bilinear map e The proof A\ = (Inf|TS,i,1, AP) is then sent to the
e(g,9)® and an H that hashes maps to bit-string. cloud server.
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C. Proof Verification:

The cloud server then conducts verification before agreeing
to the request of care provider, as Algorithm
Attr_Proof_Ver(A, RT). In particular, the cloud server can
empower providers with specific attributes to have the access
right, by setting up a certain value to the index IV, where
IV; = 0 means “do not care” about the corresponding
attribute.

Algorithm Attr_Proof_Ver(\, RT)
e To verify the A\, The cloud server carries out two-step
verification:
> Step 1. First checks the validity of the received
timestamp 7°S.
> Step 2. For a valid T'S, the cloud server then checks
the index, first

I#0, @
then compares the received I with I'V:
Vj, 1 — IV; > 0. ®)

Cloud server would continue to next step only if (5)
holds; otherwise it would terminate the verification
process by return RT = 0.

> Step 3. For a valid I, the cloud server then computes

ISR
v=]] &;-DHeY (©6)
a;€EAu
where |I'| denote the number of 1 in index I, and
further conducts the following verification as
e(g" "I 1, AP) < e(g,9) (7
e The verification succeeds if (7) holds, and the algorithm

returns 1.

D. Correctness of Verification:

Suppose there are w 1’s in I, we prove the correctness of
the verification as follows. Let Le ft as the left part of (7)-that
is e(ghUnIITS) ) AP), we get:

Left = e(gh(lnﬂTs) (I I DJA)ST,AP)

aj; €AY

= eg" T (yyea, L9 AP)

= e(ghUnJITS) .gZajeAVTi v]‘si/7AP)
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V. SECURITY ANALYSIS

We analyse the security issues of the proposed attributed-
based authentication scheme. In what follows, we specifically
discuss how the proposed scheme provides sufficient security
from the resistance to various pre-defined attacks, including
replay attack, forgery and collusion attacks.

A. Resistance to Replay Attack

In authentication proof generation process, time-stamp 7'S
is included as well in the attribute proof \. Therefore, it can
guarantee the proposed scheme to be resistant to replay attack.

B. Resistance to Forgery Attack

An attacker with attribute set A* and authentication key
X' =< z;fA > attempts to impersonate user u; with authen-
tication key X,, =< xf >, and forge the attribute proof \*
as

X = (Inf|TS,I, AP*). ®)
If the fake AP* makes the equations hold:
e(g"TMITS) 1, AP*) = e(g, 9), ©)

the attacker succeeds. We then prove the attacker does not win
in forgery attack.

Again, suppose there are m 1’s in I; and attacker forges an
AP* with its authentication key as

1

AP* = g" T R e (10)
while the cloud server computes ¢ as
1 m
o= I W Dy = I -9 an
a; €Ay ajeAu
Obviously,
e(g" IS - AP*) # (g, 9), (12)

since h(Inf|TS) + ZajeA(Uj - s7) in ¢ could not counter-
act the term h(Inf\TS)+Zl O] in AP*. Therefore,
ajeax (U

forgery attack is resisted in the proposed scheme.

C. Resistance to Collusion Attack

This attack is launched by multiple users colluding to create
a valid access proof. Attackers will fail in our attribute-based
authentication scheme. For instance, user m with A,,, and user
n with A,, collude, with the attempt to generate a proof with a
valid attributes set A’. We assume that A’ C (A,,UA,,), which
means that the attribute combination of m and n satisfy the
attributes requirement and we let w,,’s attributes of user u,,

= e(ghunflTSHZ"jEﬁvTi % ,AP)

h(Inf|TS)+ Ayp T -
_ e, g)( v(Inf|TS) ZajEAVTI ;) (;,,(znf|Ts)+Zu]EgVTl
= 6(97 .g)

If VT; holds the claimed attributes, verification will suc-
ceed. The cloud server then sends the encrypted PHR to the
HS upon the required PHR description Inf.

%nd w,,’s attributes of user u,, are included here. Even though

the colluded attributes A, satisfies A’, the colluded attribute
proof AP, will not be accepted by the cloud server with the
reason that AP, would include term: 3 (v;- s} -s} ), which

m

results in e(g"™fITS) ./ AP,) +# e(g, g). Since

U= Y (o o),

a;cA’

13)
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and s’ was randomly generated by TA and s’ # s, 5.

As aresult, it is infeasible for colluding attackers to create a
valid access proof and our system can resist against collusion
attack.

VI. PERFORMANCE DISCUSSION
A. Communication cost:

We consider total packets that need to be transmitted to
finish the authentication process.

A user or visitor (possible some authorized user) transfers
the access proof, the size of which is contributed by the
required PHR descrip\tion inf, attribute set Ags, AP’ and
AP;s. Let N3 = |Apg| represents the cardinal number of
set EHS, and [p is the length of secret key D, where D =
g* € (1. We then summarize the communication overheads
of achieving the establishment of anonymous authentication in
attribute-based scheme in Table II.

B. Computational Overhead

We then evaluate computational cost from both theoretical
analysis and simulation experiments.We further simulate and
measure the execution time of these major contributed opera-
tions in PC (Intel) or smartphone platform, the results of which
are listed in the next section.

a) Theoretical results: Table. III summarized the com-
putational complexity for the proposed authentication scheme.

b) Environmental setting: Our experiments were per-
formed on a 3.30 GHz Intel Core i5-2500 processor, as well
as i0S platform with 512-MB of RAM.

We conduct the experiments with the above setting envi-
ronment to study the time cost of the major operations in the
proposed solution. As is well known by all, both XOR and
hash Cy generate extremely low computation costs, which
is negligible compared to other operations of the scheme.Let
the computational costs of bilinear pairing on mobile and PC
platforms are denoted respectively as Cp and C’; similarly,

TABLE 1T
COMMUNICATION COST OF THE PROPOSED SCHEME

User Communication Cost
Cloud Server Lack?
User/Visitor Linr? +2-Lpn® + LY + Lap®

2 The length of ACK

b The length of description information In f
¢ The length of random number

d The length of I: n bits

¢ The length of authentication proof AP

TABLE III
COMPUTATIONAL COST OF TWO PROPOSED SCHEMES IN mSIPS
User Computational Cost
Cloud Server NAHP* -CuT +Cup +CpF
User/Visitor 2N, 0 Cyu+Cu ™

* The number of attributes in HS selected attribute set A HP
t Computational cost of multiplication operation
 Computational cost of bilinear pairing

™ Computational cost of a hash
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the cost of multiplication operations are denoted as C'p; and
Cy-

Our simulation results were as follows: on iOS, the time
required to compute a Cp is 74.1 ms, and a Cjy is 10.4ms;
on the PC with the i5-2500 processor, C', and C; are 2.9 ms
1.0 ms, respectively.

VII. CONCLUSION

In this paper, we provided an efficient privacy preserv-
ing attribute-based authentication scheme for secure cloud
computing. The proposed scheme achieved two objectives,
i.e. privacy preservation and fine-grained access to patients’
personal health records. Through detailed security analysis, the
proposed solution was shown to be secure and resisted various
attacks including forgery attack, replay attack, and collusion
attack, etc. The experimental simulation was further conducted
to prove that our scheme was efficient in computational and
communication overheads.
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