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Abstract—This paper analyzes the security of an anonymous the probabilities of mode selections are given. Attackers may
communication system 3-Mode Net (3MN) against collaborating reveal the sender and the receiver with high probability if the
relay nodes. We evaluate the anonymity of a message se”derprobabilities of mode selections are chosen inappropriately.

under the situation that some relay nodes collaborate each other L
to find out the message sender. As in the case of Crowds, welntuitively, when both the number of relay nodes and that of

define the measure of the anonymity of the message sender agncryption are quite small, the degree of anonymity would
the probability that the first immediate predecessor among the be low. To clarify the effects of the probabilities of mode

immediate predecessors_ of all coIIz_aborating rel_ay nodes is in fa(_:t selections to the anonymity of a sender and a receiver is an
the message sender. This paper gives an explicit formula for this j5ortant issue for evaluating the performance of anonymous
probability. Some numerical examples are also presented. L
communication systems.
|. INTRODUCTION As a first step for security analysis of 3MN, this paper

Preserving anonymity of communication on the Internet Rvaluates the degree of sender anonymity against collaborating
one of the most important issues in communication engine@edes who collaborate each other in order to identify the mes-
ing. Encryption protocols, such as SSL, enable users to proteage sender. We refer to a node who forwards a message to a
their important data in a communication. However, these proellaborating node as an immediate predecessor, and consider
tocols cannot protect the sender and the receiver of a messtige probability that the first immediate predecessor among
because one can easily read the header of an IP packetthi immediate predecessors of all the collaborating nodes on
which IP addresses of a destination and a source are includéé. communication path coincides with the message sender.
If the sender and the receiver of a message are revealed, dhe conditional probability was first employed in [15] for the
can infer sender’'s human relationship, hobbies and diversioasalysis of the sender anonymity of Crowds. The evaluation
Therefore, a number of anonymous communication systemgthod is very simple because it only uses the probabilities
which do not only protect a message but also hide the % mode selections, the number of collaborating nodes, and
addresses of the sender and the receiver of a message, Ma&aeumber of 3SMN members, and it does not consider other
been proposed [1], [2], [11], [13], [14], [15], [18], and theyattacks such as eavesdropping and timing attacks [9]. The
are applied to electronic vote and web access. conditional probability has been introduced in the literature

Recently, a new anonymous communication system calléglg., [7], [11], [13], [17]) as a standard measure for the
3-Mode Net (3MN) has been proposed [10], [12]. 3MN caanonymity of anonymous communication systems. We also
be regarded as an extension of the Crowds-based anonymemsloy this measure for analyzing sender anonymity in 3MN.
communication system [15], [16], where each relay node in As shown in [12], 3MN can be regarded as a generalization
the communication path decides its action by probability, thaf Onion Routing and Crowds, and we can analyze these
is, whether the node sends a message to the proper rece@eonymous communication systems in a unified framework.
or to another node. In addition to these two actions, 3MRy choosing the probabilities of mode selections appropriately
can choose the third action, that is, to encrypt whole dasa that 3MN behaves in the same way as Crowds, we show that
set including the destination of the proper receiver and tbis probability is equal to the one obtained in [15]. In addition,
rewrite the temporal destination. This action enables 3MN te derive a formula for sender anonymity in Onion Routing.
provide anonymity to the proper receiver unlike Crowds. IRurthermore, by using these results, we present numerical
[12], the expectations of the number of relay nodes as wekamples with the several probabilities of mode selections, and
as the number of encryption required for communication adéscuss sender anonymity in 3MN through these examples.
derived, and based on the results, it is shown that 3MN has arThis paper is organized as follows. Section Il gives an
advantage of smaller numbers of relay nodes and encryptioverview of 3MN. In Section Ill, we derive the probability
than those of Onion Routing [5], [8], [14]. Furthermore, irthat the first immediate predecessor among the immediate
[10], the probability distributions and variances of the aboyeredecessors of all the collaborating nodes is a message sender.
two numbers are obtained, and by using these results, tNeo, we derive these probabilities in Crowds and Onion
performance of 3MN is analyzed in more detail. Routing. In Section IV, we consider the influence of the

However, it is not shown how much degree of anonymity igrobabilities of mode selections on sender anonymity through
guaranteed for the sender and the receiver of a message whemerical examples. We conclude this paper in Section V.
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Fig. 1. Actions of a node in 3MN Fig. 2. An example of the behavior of 3MN

Il. OVERVIEW OF 3-MODE NET and the address of the next destinations. Characters on square
3MN [12] is one of the anonymous communication systenigames indicate the next destination. We refer to the set of
where a message sender forwards a multi-encrypted datateese two data as a data set.
to a message receiver through several relay nodes, where wA senderS first creates a data sét||Kgr(msg) which
refer to the data set as the set of data composed of the addesssists of the address of a proper receilerand an en-
of the next destination and the multi-encrypted data set. crypted messagesyr(msg) with R’s encryption key Kr
) (]| represents the combination of data). Ne&t,creates a
A. Three modes in 3MN data setA||Ka(R||Kr(msg)) (A and K, represent the
3MN has three modes as shown in Figuréd., Decryption destination of a node selected randomly af® encryp-
Mode (D-Mode), Transmission Mode (T-Mode), and Encrygion key, respectively). After thatS forwards the data set
tion Mode (E-Mode). Each relay node selects one of the thrég| K4 (R||Kr(msg)) to other nodéB. In this case, the number
modes based on probability. of multiplicity of encryption is 2. We refer to the number as the
In Figure 1, the first mode is the mode where a nodsitial multiplicity of encryptionand denote it by: in general.
transmits a received data set to its destination directly. In thiswhen a relay node has received a data set, the node first
case, after the destination node receives the data set, the mdueks its destination. If the destination is the address of the
decrypts the data set with his decryption key, and produces@de, the node decrypts the multi-encrypted data and produces
new data set, which is similar to the case of Onion Routirgynew data set, and selects one mode based on probability. If
[14]. This mode is called Decryption Mode (D-Mode). the destination is not the address of the node, the node only
The second mode is the mode where a node forwardsselects one mode based on probability. In this example,
received data set to other node than the destination. This mee¢ects one action according to probability, and suppose that
is called Transmission Mode (T-Mode). B selects D-Mode. In this cas8, forwards this data set to a
The third mode consists of the following two processesodeA.
first, create a new data set whose destination is a newly-When the nodeA has received the data sel, acquires
selected node except for the destination of a received datanew data seR||Kg(msg) since A has the decryption key
set and whose data is created by encrypting the recei@dKa(R||Kr(msg)). After that, suppose thak chooses T-
data set with the encryption key of the newly-selected nodepode, A forwardsR||Kg(msg) to other nodeC.
second, forward the new data set to other node except for thén the similar manner, the nod€ and the following
destination specified in the new data set. This mode is calleddes forward a data set with encryption and decryption by
Encryption Mode (E-Mode). selecting one mode. Finally, the receilereceives a data set
By introducing E-Mode, the destination of a data set dod¥|Kr(msg). Then,R obtains the messagesg by decrypting
not always indicate the proper receiver of a message, dhé¢ data set, and the transmission of a message finishes.
thus, 3MN has the anonymity of the proper receiver. This is Notice that 3MN provides a unified framework which can
sharp contrast with the case of Crowds [15], [16]. In additiogieal with Onion Routing and Crowds as a special case by
since each node cannot understand whether the immedigtecting the probabilities of the three modes and the ini-
predecessor of the node is a message sender or one of réelymultiplicity of encryption appropriately. The relationships
nodes, sender anonymity is also preserved. This situationaiong Onion Routing, Crowds, and 3MN are shown in Table
similar to the case of Onion Routing. I. In Table I, ps represents the probability of forwarding a
Each relay node selects one of the three modes basedreégeived message to another randomly chosen node in Crowds.
probability. Here, let the probabilities to choose D-Mode, T-

Mode, and E-Mode beyp, pr, and pg, respectively, and TABLE |
suppose thapp + pr + p, = 1 andpp > pg. RELATIONSHIPS AMONG ONION ROUTING, CROWDS, AND 3MN
. Initial Probability of modeselections
B. Behavior of 3MN multiplicity | D-Mode | E-Mode | T-Mode
We explain the behavior of 3MN by showing the action of Onio?r’]'\g’\'outing ’Z PD b b
each relay node in Figure 2. In Figure 2, square frames indicat Cronds T T—p; 5 o7

multi-encrypted data composed of multi-encrypted message

106



Proceedings of 2009 APSIPA Annual Summit and Conference, Sapporo, Japan, October 4-7, 2009

[11. ANONYMITY OF A MESSAGE SENDER AGAINST Proof. The conditional probabilityP(I|H;,.) is obtained by
COLLABORATING NODES the following equation:

In this section, we evaluate the degree of sender anonymityP 1H _P(INHyy)  P(I)
against collaborating nodes who attempt to identify a message (IHy) = P(H,y)  P(H)
sender by collaborating each other. To simplify the discussion, P(I|Hy)P(H,) + P(I|Hyy)P(Hyy)

. _ + 2+ 3
we assume that the number of 3MN members is constant. = P(Hys) )
In addition, suppose that collaborating nodes do not perform )
other attackse.g., eavesdropping, timing attacks [9], and sgere.we use P(IAHy.) = P(I) sincel = I, . Here, note
on. that P(Hy) = ¢/n, P(I|Hy) = 1, P(I|H21) = 1/(n — ¢).

It should be noted that, in order to argue the send&pe third equation indicates that if the first collaborating

anonymity of 3MN in a similar way to the case of Crowdsnode receives a data set through several relay nodes, then the

we assume that both a message sender and a message redBpagdiate predecessor of the collaborating node is one of the
are not collaborating nodes. any non-collaborating nodes with equal likelihood [15].

In order to calculate Equation (3), we need to compute
A. Derivation of the formula on sender anonymity againg?(H,;) becauseP(H>;) = P(H14) — P(Hy). This value
collaborating nodes is calculated as follows:

Ir_l order to measure the degrge o_f send_er anonymity, we P(Hi ) =1- gy, (” — C). 4)
derive the probability that the first immediate predecessor

among the immediate predecessors of all the collaboratihfje proof of this equation is given in Appendix A. Equation
nodes on the communication path is indeed a message ser(@gris proved in Appendix B.

Our approach is the same as the approach of Crowds [15]From Equations (3) and (4)P(I) and P(I|H,y) are
Therefore, we derive the probability in a similar way tealculated as follows, respectively:

Crowds case. c 1 c n—c
Let H;, ¢ > 1, denote the event that the first collaborating P(I) = n + n— 6{1 T n grk( n )}’ ®)
node on the communication path appears-tit node on the n—c
. — + 1) — X gr (BE
path, and defindd;, = H; V H;, 1V H;y 2V ---. Also, let ] P(I|Hqy) = (n=c)(ct+D—n z’“_(c T ). (6)
denote the event that the first immediate predecessor among n(n—o){1 - g ("5}
the immediate predecessors on the communication path is Tés completesthe proof. n

message sender. I . .
Now, we consider the conditional probability(I|H14) B. Sender anonymity in Crowds.:?md Onion R?Ut"?g
that the first immediate predecessor among the immediaté/Ve show that the above conditional probability is equal to
predecessors of the collaborating nodes is the message ser@@h0f Crowds as a special case. In addition, we give a formula
under the condition that one of the collaborating nodes receis Sender anonymity in Onion Routing. _
a data set. However, unlike the simple situation such asFirst, we drive the equation in [15] from Equation (1).
Crowds, it is rather hard to derive the probability because widnce Crowds can be regarded as the special case of 3MN by
must compute infinite series concerniiify, which is very seleptlng the probabllhtles of the. three modgs and the initial
complicated for 3MN case. In order to avoid the computatigRultiplicity of encryption appropriately, Equation (1) must be
of the infinite series, we introduce “probability generatin§qual to the equation in Crowds. From Table |, the initial
function” and its properties [6]. By using the function, we cafultiplicity of encryption and the probabilities of D-Mode,
obtain the following theorem that concerns this probability. E-Mode, and T-Mode aré, 1 — py, 0, andpy, respectively.
Theorem 1:Let n andc denote the number of all memberg?ISO. Equation (2) is calculated as follows:

and that of collaborating nodes in 3MN, respectively. Then, (I =pp)A 7
the probability P(I|H, ) is given by the following equation: 9 (N) = T—pih )
(n—c)c+1)—n x g, (L5 Therefore,from Equation(1), we obtain:

nn—c 9n.\"h P(I|Hy,) = ) (8)

whereg. (A) is a probabilitygenerating function for a randomThis resultcoincideswith the equation obtained in [15].

variable i, representing the number of the relay nodes, until Next, we compute a conditional probability that the first

the message reaches the proper receiver under the condition ~ . .
oS L U S Immediate predecessor among the immediate predecessors
that the initial multiplicity of encryption i, and is given by

the followina equation: of all collaborating nodes is a message sender in Onion
geq | Routing. From Table |, the initial multiplicity of encryption,

1—pT)\—\/(1—pT>\)2—4prE)\2)k( £0) the probabilities of D-Mode, E-Mode, and T-Mode &rgl, 0,
gr (\) = . 2pEA PE ) ando, respectively. Also, Equation (2) is calculated as follows:
DA _
(2535) (pe = 0) gr (V) = AF. ©)
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Table II, we observe thaP(I|H,) = 0.3728 in Case A and
P(I|H14+) = 0.2695 in Case B, respectively. If collaborating
nodes tried to identify a message sender without any infor-
050 mation other than the number of 3MN members and that of
the collaborating nodes, all the non-collaborating nodes would
seem to be the message sender with equal likelihoed,

P(I|H,,)

t— 060

o4 1/(n —¢) =1/9 = 0.1111. Compared with this value, these
results of P(I|Hy.) in Table Il are high, but are less tharb.
030 Therefore, according to the criterion in [15], sender anonymity

is maintained in these two examples.

Also, from Table II, 3MN in Case C hardly maintains sender
anonymity becaus®(I|H,)=0.7564. In Case C, in almost
ns0 gy O ' cases, after a message sender forwards a message to a relay

node, the relay node sends the message to a message receiver,
Fig. 3. Senderanonymity under the various probabilities of mode seIectionQe_Cause the num_ber of relay nodes and that of encryption are
quite small. By this, we observe that when the number of relay
nodes and that of encryption become small, sender anonymity
becomes little. Therefore, we conclude that sender anonymity
is lost under the case where the inappropriate probabilities of
(c+1D)nk=t — (n— )kt 10 mode selections are chosen so that the number of relay nodes
n* —(n—c)k (10)  and that of encryption are quite small. .
IV. NUMERICAL EXAMPLES Also, we observe that the_ degrees of sender anonymity for
' Case A and Case B are different although the expectations
A. Effects of the probabilities of mode selections of the number of relay nodes are the same. By this observa-

In this section, we consider the influence of the probabilitigion, it is expected that there exist the probabilities of mode
of mode selections on sender anonymity against collaboratisgjections with high performance and high anonymity for a
nodes through numerical examples. message sender in 3MN because all the values of Case B

First, we illustrate the degree of sender anonymity under thee superior to those of Case A in Table Il. However, we
condition thatk = 2, n = 10, andc = 1. Figure 3 shows the have to consider how much degree of anonymity is guaranteed
degree of sender anonymity under the various probabilitiesfof a message receiver because the behavior of 3MN in Case
mode selections in the region satisfyitig pp <1, 0<pg <1, B is almost similar to that of Crowds and Crowds does not
0 < pp+pe < 1 (this corresponds t®) < pr < 1), and provide anonymity to a message receiver. Therefore, in order
pp > pe. From Figure 3, we show that wheip becomes large, to consider the security and performance of 3MN, we need to
P(I|H,+) becomes large under the condition thatis con- analyze 3MN in more detail.
stant. Also, we show that when; becomes smallP(I|H; )
becomes large under the condition that is constant. These i ) ) )
results show that the degree of sender anonymity degrade¥ this section, using the three cases in the above examples,
when we sepp to be large angy to be small. In order to W€ observe mfluen_ce of the initial m_ultlpI|C|ty of encryption
provide high anonymity, we must sgp, to be small angpy " sender an(?nymlty through numerlgal examples. o
to be large. However, in such a situation, it is shown in [10] The numerical results about the influence of the initial
that the number of relay nodes becomes large. Therefore, th&fdtiplicity of encryption on sender anonymity in 3MN are
is a performance trade-off between sender anonymity and ghown in _Table lll. Table lll indicates that, in the exam_ples, the
number of relay nodes required for communication. probabilities P(/|Hy ) betweenk=1 and k=2 vary widely.

Second, in order to consider from the viewpoints of send&Pis implies that, considering the performance of 3MN, it
anonymity as well as the number of relay nodes and trgt @PPropriate to select = 2 as the initial multiplicity of
of encryption, we consider the following three cases und&Pcryption. We also observe th&(I|H, ) converges to one
the conditionk = 1. Case A: (», pe, pr)=(0.50, 0.43,

0.07), Case B:ip, pr, p1)=(0.10, 0.03, 0.87), Case C:i{p TABLE |I

DE, pT):(0-751 005, 020) The reason WH"}/ =1 iS to EXPECTATIONS AND VARIANCES OF THE NUMBERS OF RELAY NODES AND
. I . ENCRYPTION, AND DEGREES OF SENDER ANONYMITY IN3SMN

see the influence of mode probabilities for sender anonymity

PR

Therefore, from Equation (1), we obtain:

P(I|Hyy) =

B. Effects of the initial multiplicity of encryption

more clearly. The numerical results of the expectations and (050,043 007)C D(bpfd %T33 o(]f;?T 1’(8 7:51(;)'0563321()))
variances of the numbers of relay nodes and encryption, amd a7y 14.29 14.29 1.429
the conditional probabilitie®(I|H;) are shown in Table II. VN 2697 364.7 0.9038
In Table II, My, Vx, Mg, and Vi are the expectation and J“;’E ;31243 1‘1125’ olbg;ie

. . E . . .
variance of the number of relay nodes, and the expectation iz, 03778 09695 07564

and variance of the number of encryption, respectively. From
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value whatever pp, pg, and pr may be, whenk becomes the degree of sender anonymity in 3MN, we consider col-
large. This value is larger than the probabillty(n—c)=1/9. laborating nodes who attempt to identify a message sender,
Concerning these points, we have the following theorem. and derive the conditional probability that the first immediate

Theorem 2:Let n and ¢ be the number of all memberspredecessor among the immediate predecessors of all the
and that of collaborating nodes in 3MN, respectively. Therpllaborating nodes is the message sender when one of the
the probabilityP(I|H;, ) that the first immediate predecessocollaborating nodes receives the message. We show that this
among the immediate predecessors of all the collaboratiognditional probability is represented by a probability gener-
nodes is the message sender tendstd ) /n whatevempp,pg, ating function, which is different from the derivation method
andpr may be, wherk goes to infinite. In addition, this valuein Crowds [15]. Furthermore, we calculate the conditional
is larger thanl /(n — c). probabilities in Crowds and Onion Routing from obtained
Proof. In order to prove this theorem, we use a probabilityesults. By using these results, we consider the influence of
generating function for a random variable and its genertile probabilities of mode selections and the initial multiplicity
property [6]. A probability generating functiopx (\) for a of encryption.

random variableX is defined as follows: The remaining works in 3MN are mainly as follows;
o 1) derive receiver anonymity against collaborating nodes,
gx(\) => P(X =r)\, (11)  2) analyze 3MN in detail from the viewpoints of security
r=0 and performance,
wherek and P(X =r) are the initial multiplicity of encryption ~ 3) implement 3MN, like Freenet [3], Mixminion [4], and
and a probability distribution fofX, respectively. Wher < Tor [5].
A< 1, we obtain the following equation. Especially, the first issue would be one of the most interesting

) oo topics because we can evaluate sender-receiver anonymity by
ax(\) = Z P(X =7)\" < ZP(X =r)=1. (12) using re_ceiver gnonymity together with the results of sender
=0 =0 anonymity obtained in this paper.
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APPENDIX where E(-) is the expectation operator. Sinegis the sum of
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A. Derivation of Equation(4
q ) ?nerating functiony,, (\) is calculated as follows:

Let 7, be the random variable representing the number g
relay nodes required for communication under the condition 9 () = E(A™) = EQ\*™) = E(A™)* = g, (\)*.
that the initial multiplicity of encryption ist, and P;(i) be This is derived from the relatio®E (A1) = EOAX)E(AY)
the probability that the number of relay nodes required ffhen random variableX andY are independent. In order to
communication isi, that is, P(i) = P(7, = ¢). If the first grive g+, (\), we consider,, ()).
collaborating node on a communication path appears-at Considering the property of 3MN, we derive several condi-
th node on the path, the number of relay nodes requirggns abouty,, (). First, since the events selecting D-Mode,
for communication is larger than or equal to Therefore, E-Mode, and T-Mode are mutually exclusive, we obtain:
the probability P(H;) that the first collaborating node on - . . -
the communication path appearsiah node on the path is gn(A) = E(A™) = E(A" D) + EQ™[E) + E(A™|T),

described as follows: where E(A\™|X) represents the conditional expectation\éf
under the condition that X-mode is selected.
n—c\i-l/¢ n—c\i-l/¢ Next, we consider the above conditional expectations
P(Hi)sz(i)( - ) (5)+Pk(i+1)( ) (;)+- " E(\"|D), E(\"|E), andE(A™|T). When D-Mode, E-Mode,
. _ n—c\i-1/¢ and T-Mode are selected, the multiplicities of encryption
={Pe(@) + Pr(i+1) + - }( " ) (ﬁ) become0, 2, and 1 by one step, respectively. Therefore, the
‘ n—c\i-1/¢ random variables of the conditional expectations in D-Mode,
:[1 —{P(0) + -+ Pk(z*l)}} ( " ) (;) E-Mode, and T-Mode becomg 1 + 75, 1+ 71, respectively.

i—1 ' Since the probabilities of mode selections arg pg, andpr,
_{1 — Z Pi(j) })\21(1 - ), the conditional expectations are as follows:
j=0

E(A™[D) =pp E(\') = ppA,
where A = (n — ¢)/n. Therefore, we can calculate the E(\"[E) =pp E(A7™2) = ppAE(A™) = peA(gr (V)2

robability P(H as follows:
probabilty P(Hi+) BN T) =prE(7) = prAB(A) = prA(gn (V).

P(Hy,) = ZP(Hi) From these results, we obtain:
= - 9ri (N) = ppA + PEA(gr, (N)? + PTG (V).
=(1-X) 2{1 — ZPk(j)}Ai_l By solving the above quadratic equatiagp, (A) is given as
i—1 =0 follows:
0 oo i—1 B 1-— pT>\ — \/(1 — pT)\)2 — 4prE)\2

—1 =N =Y RGN gn(N) = ) ,

=t =t=0 wherewe usetwo conditions thay,, (A) have to be finite when

—1-(1-)) Z Z Pk(j))\i—l A—0 and thatpg #0. Therefore, whemg #0, we o:)tain:
I=0i=7l 1—prA— /(1 —prA)2 —4dpppeA? |

—1- (1= N Y Pl T Pe
j=0 Also, in the casepg = 0, by solving the linear equatiofl —

prA)gr (A) — pp = 0, we obtain:
ppA K
o = (775)
n—=c 1 pT)\
=lmgn (M =1- ng( n ) This completesthe proof. -

=1=> RGN =1=3 Plre=j)N
=0 j=0
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