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Abstract—Multimedia based covert storage requires data hid-
ing methods having undetectability and reversibility at the same
time, which is not supported by traditional steganography or
reversible data hiding methods. To meet the covert storage
needs, we present the concept “reversible steganography” in this
paper, which has reversibility and moderate undetectability. We
proposed a reversible steganographic method based on histogram
shifting on prediction errors (PE). This novel method gives
priority to PEs with large absolute values for accommodating
messages, and thus the modifications will be concentrated in
complex areas of the images. To enlarge capacity, a multi-rounds
method is used to embed message into some successive bins of PE
histogram and a bin selection method is proposed to minimize
the embedding distortion. Experimental results show that the
proposed method can significantly improve the undetectability
of the method in [19].

I. INTRODUCTION

Nowadays, a large scale of personal data, such as personal
images and videos, are stored in the cloud. However the data
is under the threaten of some extern invaders such hackers.
For example, Google leaked a large number of files in 2009,
which brings serious concerns about storage security. There-
fore how to protect personal data becomes a serious problem.
At present, the most popular technique for protecting privacy is
encryption. However, encryption exposes the importance and
sensitivity of the data and makes data more likely to attract
hackers’ attention. In this context, covert storage, which aims
to hide the existence of data, can provide a higher level of
protection for data and has been widespread concerned.

There exist two different implementations for covert storage.
One is based on the disk on the computer to create hidden
space [1], and the other one embeds data into multimedia
files (such as images) using specific methods such as data
hiding. For covert storage in images, current research is mainly
about how to construct the covert file system [3] or how to
achieve covert collaboration [4] in the image contents by using
steganography.

Usually, steganography is used as a tool for covert com-
munication by embedding the secret data into the cover files
such as images, audio and video. In this paper, we only discuss
image steganography. For security, steganography should have
the ability to resist steganalysis whose purpose is to detect
whether a image is modified by steganography. State of the
art steganalysis is to extract feature from the image according
to the correlation of adjacent pixels and then to train classifier

with machine learning [8][9]. To improve security, most recent
steganographic methods try to embed data by modifying the
complex regions of images that have weak correlation and are
difficult to be modeled [7][10].

When using image steganography, such as those in [7][10],
for covert storage, we can get high undetectability. However,
different from covert communication, the image here is used as
a special kind of storage medium that needs to be erasable as
traditional storage medium (e.g. disk). In other words, after the
stored data being deleted, the storage medium can be restored
to its original state. To make the image “erasable”, the data
hiding method must be reversible and thus the image can be
used repeatedly. From this point, reversible data hiding (RDH),
which is another branch of data hiding, is suitable for covert
storage. By RDH, the cover image can be losslessly restored
after the message being extracted.

So far, many RDH methods on images have been proposed.
All these methods are realized through a process of semantic
lossless compression [12], [13], in which some space is saved
for embedding extra data by losslessly compressing the image.
This compressed image should be “close” to the original
image, so one can get a marked image with good visual
quality. The residual part of images, e.g., the prediction errors
(PE), has small entropy and thus can be easily compressed.
Therefore, almost all recent RDH methods first generate PEs
as the host sequence [14], [15], [16], and then reversibly
embed the message into the host sequence by modifying its
histogram with methods like histogram shifting (HS) [17]
or difference expansion (DE) [18]. Usually, a more accurate
prediction technique can generate PEs with a sharper his-
togram that is more suitable for RDH. Because the pixels in
smooth areas can be accurately predicted, so most RDH give
priority of modifications to PEs in smooth regions. That’s why
traditional RDH cannot resist steganalysis. In fact, traditional
RDH mainly used for annotation and authentication in medical
images, military images or law forensics.

From above analysis, we can see that traditional steganog-
raphy try to achieve high undetectability by modifying the
complex regions of images but cannot realize reversibility. On
the other hand, traditional RDH prefer to modify the smooth
regions to obtain larger capacity with reversibility. However,
data hiding methods for covert storage require two properties,
undetectability and reversibility, at the same time. We call this
kind of data hiding method “reversible steganography”, which
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belongs to adaptive reversible data hiding. Recently, Hong et
al. [19] proposed a method of reversible steganogrpahy which
can reach higher undetectability than traditional RDH method-
s. In Hong et al.’s method, the message bits are embedded into
PEs with small absolute values, but PEs in complex regions
are preferentially modified by a sorting technique.

In the present paper, we improve the method [19] by giving
priority to PEs with large absolute values for accommodating
messages because PEs with large amplitude usually belong
to complex areas. To enlarge capacity, an iterative histogram
shifting (HS) method is used to embed message into some
successive bins of PE histogram and a bin selection method
is proposed to choose bins having smallest distortion. Experi-
mental results show that the proposed method can significantly
improve the undetectability of the method in [19].

The rest of this paper is organized as follows. Section 2
describes the proposed method, and experimental results are
shown in Section 3, and the paper is concluded in Section 4.

II. PROPOSED METHOD

A. Embedding and Extracting

We assume that the cover 𝑋 is a gray-scale image with pixel
𝑋(𝑖, 𝑗) ∈ [0, 255], 1 ≤ 𝑖 ≤ 𝑀, 1 ≤ 𝑗 ≤ 𝑁 . The proposed
method embeds messages by shifting the histogram of PEs. To
generate PEs, we randomly select 𝑝%, denoted by I, from 𝑋
according to the encryption key 𝑘 and calculate their prediction
values from the surrounding 1−𝑝% pixels, denoted by E. The
estimation of the pixel 𝑋(𝑖, 𝑗) ∈ I is calculated by

𝑋 ′(𝑖, 𝑗) =

⎢⎢⎢⎢⎢⎢⎣
1∑

ℎ=−1

1∑
𝑤=−1

𝑋(𝑖+ ℎ, 𝑗 + 𝑤)S(𝑋(𝑖+ ℎ, 𝑗 + 𝑤))

1∑
ℎ=−1

1∑
𝑤=−1

S(𝑋(𝑖+ ℎ, 𝑗 + 𝑤))

⎥⎥⎥⎥⎥⎥⎦
(1)

where S(∗) represents a sign function defined as

S(𝑋(𝑖, 𝑗)) =

{
1 𝑋(𝑖, 𝑗) ∈ E
0 𝑋(𝑖, 𝑗) ∈ I

(2)

And then, the PE of the pixel 𝑋(𝑖, 𝑗) ∈ I is obtained by

𝑒(𝑖, 𝑗) = 𝑋(𝑖, 𝑗)−𝑋 ′(𝑖, 𝑗) (3)

Note that, when calculating PEs, the pixel 𝑋(𝑖, 𝑗) ∈ I
without surrounding pixels in E will be skipped. Without loss
of generality, we assume all the 𝑁 pixels in I can generate
PEs, denoted by {𝑒1, . . . , 𝑒𝑁}. An attacker cannot generate
these PEs because the pixel set I is randomly selected by a
encryption algorithm according the key 𝑘.

As shown in Fig. 1, PEs follow a Laplacian distribution,
which is symmetrical. Therefore, without loss of generality,
we assume the length of message is 2𝐿 bits, and embed 𝐿
bits into the non-negative PEs and the other 𝐿 bits into the
negative PEs in the same manner. Thus, we only describe
the embedding process in non-negative PEs. Usually, pixels
in smooth regions can be accurately predicted and thus have
PEs with smaller magnitude. Therefore modifications on PEs

with bigger magnitude are hard to be detected by steganalysis
because the corresponding pixels belong to complex areas.

However, the larger PEs are much less than smaller PEs.
In order to achieve high payload, we introduce the multiple
rounds embedding mechanism. We first select the bin 𝑏𝑚𝑎𝑥

as a begin point, and then select several continuous 𝑅 bins
of PEs as carriers. We arrange these bins in descending order
such that {𝑏𝑚𝑎𝑥, 𝑏𝑚𝑎𝑥 − 1, ⋅ ⋅ ⋅ , 𝑏𝑚𝑎𝑥 −𝑅}, in which 𝑅 + 1
rounds of embedding will be executed. In the 𝑖th round, we
embed message bits into the bin 𝑏𝑚𝑎𝑥−𝑖+1 for 1 ≤ 𝑖 ≤ 𝑅+1
Herein, 𝑅 is determined by the length of message 𝐿, such that

𝑅 = 𝑚𝑖𝑛{𝑢∣
𝑢∑

𝑖=0

ℎ(𝑏𝑚𝑎𝑥 − 𝑖) ≥ 𝐿} (4)

where ℎ(𝑏𝑚𝑎𝑥− 𝑖) denotes the height of the bin 𝑏𝑚𝑎𝑥− 𝑖, that
is, the number of PEs equal to 𝑏𝑚𝑎𝑥 − 𝑖.

In first round, we scan all the PEs, 𝑒𝑖 for 1 ≤ 𝑖 ≤ 𝑁 ,
and embed the message bits into the bin 𝑏𝑚𝑎𝑥 in following
manners:

𝑒
(1)
𝑖 =

⎧⎨
⎩

𝑒𝑖 + 1 𝑒𝑖 > 𝑏𝑚𝑎𝑥

𝑒𝑖 +𝑚 𝑒𝑖 = 𝑏𝑚𝑎𝑥

𝑒𝑖 𝑒𝑖 < 𝑏𝑚𝑎𝑥

(5)

where 𝑚 ∈ {0, 1} is the message bit to be embedded. In the
𝑟th (2 ≤ 𝑟 ≤ (𝑅 + 1))round, the message bits are embedded
into the bin 𝑏𝑚𝑎𝑥 − (𝑟 − 1) as follows:

𝑒
(𝑟)
𝑖 =

⎧⎨
⎩

𝑒
(𝑟−1)
𝑖 + 1 𝑒

(𝑘−1)
𝑖 > 𝑏𝑚𝑎𝑥 − (𝑟 − 1)

𝑒
(𝑟−1)
𝑖 +𝑚 𝑒

(𝑘−1)
𝑖 = 𝑏𝑚𝑎𝑥 − (𝑟 − 1)

𝑒
(𝑟−1)
𝑖 𝑒

(𝑘−1)
𝑖 < 𝑏𝑚𝑎𝑥 − (𝑟 − 1)

(6)

After the 𝑅+ 1 rounds of embedding, we can generate the
stego image by modifying the pixel 𝑋(𝑖) ∈ I as

𝑌 (𝑖) = 𝑋 ′(𝑖) + 𝑒
(𝑅+1)
𝑖 , 1 ≤ 𝑖 ≤ 𝑁 (7)

For simplicity, herein, we use 1-dimension indexes to label the
pixels, and 𝑋 ′(𝑖) is the predicted value of 𝑋(𝑖) obtained with
Eq. (1).

As traditional RDH methods, the overflow/underflow may
occurs in the embedding process, so a location map is needed
to record the positions of overflow/underflow. The location
map will be compressed and embedded as a part of the
payload.

A pivotal problem is how to choose the beginning bin 𝑏𝑚𝑎𝑥.
If 𝑏𝑚𝑎𝑥 is too big, the complex regions will carry most of the
data, but more PEs will be modified, and some PEs will be
modified with a large amplitud. On the other hand, if 𝑏𝑚𝑎𝑥 is
too small, modifications will be concentrated in smooth areas.

Assume 𝑏𝑚𝑎𝑥 ∈ [𝐵𝑚𝑖𝑛, 𝐵𝑚𝑎𝑥], and we choose 𝑏𝑚𝑎𝑥 with
the minimum embedding distortion for some properly defined
distortion metric. Since we wish to restrict the embedding
changes to those pixels in complex areas, the distortion is
required to have the following properties :

1. The bigger the value of the ∣𝑃𝐸∣, the smaller the
distortion should be.
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2. The bigger the changing amplitude of ∣𝑃𝐸∣ after R+1
rounds of embedding, the bigger the distortion should
be.

To meet both requirements above, when modifying the PE 𝑏
with a amplitude 𝑣 after the R +1 rounds of embedding we
defined the distortion as

𝑑(𝑏, 𝑣) = 𝑣2/(∣𝑏∣+ 1) (8)

When 𝑏𝑚𝑎𝑥 is given, the corresponding 𝑅 and the target bins
{𝑏𝑚𝑎𝑥, 𝑏𝑚𝑎𝑥 − 1, ⋅ ⋅ ⋅ , 𝑏𝑚𝑎𝑥 −𝑅} are also determined by Eq.
(4). And then we can calculate the total distortion caused by
the 𝑅 + 1 rounds of the iterative embedding with the metric
(8). We use 𝐷𝑏𝑚𝑎𝑥

to denote the total distortion for embedding
the 𝐿 bits of message beginning from the bin 𝑏𝑚𝑎𝑥.

One way to get 𝐷𝑏𝑚𝑎𝑥
is to implement the R+1 round

embedding above, which will cost much time. And we give a
way to estimate the value of 𝐷𝑏𝑚𝑎𝑥

quickly. That is, since the
message to be embedded usually is encrypted, we assume the
number of bit “0” of message embedded into each bin is the
same as bit “1”, so we can randomly “shift” half PEs of each
bin to simulate the embedding procedure, where the operation
“shift” means PEs are added by 1. Besides, when 𝑅 and the
target bins are determined, after the R+1 round embedding,
half PEs in bin 𝑏𝑚𝑎𝑥−𝑟, 𝑟 ∈ [0, 𝑅] become 𝑏𝑚𝑎𝑥+𝑅−2𝑟+1
while others become 𝑏𝑚𝑎𝑥 +𝑅− 2𝑟. So we can get the total
distortion of PEs in bin 𝑏𝑚𝑎𝑥 − 𝑟 ,denoted by 𝑑𝑏𝑚𝑎𝑥−𝑟 with
the metric (8):

𝑑𝑏𝑚𝑎𝑥−𝑟 = ⌊ℎ(𝑏𝑚𝑎𝑥 − 𝑟)/2⌋ × 𝑑(𝑏𝑚𝑎𝑥 − 𝑟,𝑅− 𝑟)+

(ℎ(𝑏𝑚𝑎𝑥 − 𝑟)− ⌊ℎ(𝑏𝑚𝑎𝑥 − 𝑟)/2⌋)× 𝑑(𝑏𝑚𝑎𝑥 − 𝑟,𝑅− 𝑟 + 1)
(9)

and 𝐷𝑏𝑚𝑎𝑥
=

𝑅∑
𝑟=0

𝑑𝑏𝑚𝑎𝑥−𝑟.

For all possible beginning bin 𝑏 ∈ [𝐵𝑚𝑖𝑛, 𝐵𝑚𝑎𝑥], we can
get {𝐷𝐵𝑚𝑖𝑛

, 𝐷𝐵𝑚𝑖𝑛+1, 𝐷𝐵𝑚𝑖𝑛+2, ⋅ ⋅ ⋅ , 𝐷𝐵𝑚𝑎𝑥
} by any way

above, and choose the optimal beginning bin 𝑏𝑚𝑎𝑥 such that
𝐷𝑏𝑚𝑎𝑥

= 𝑚𝑖𝑛{𝐷𝐵𝑚𝑖𝑛
, 𝐷𝐵𝑚𝑖𝑛+1, 𝐷𝐵𝑚𝑖𝑛+2, ⋅ ⋅ ⋅ , 𝐷𝐵𝑚𝑎𝑥

}.
From the experiment results, using the second way to estimate
𝐷𝑏𝑚𝑎𝑥

will save much time and almost get the same optimal
𝑏𝑚𝑎𝑥.

Note that 𝑏𝑚𝑎𝑥, 𝑅 and the message length 𝐿 should be
embedded into the image as parameters for extraction. For
instance, these parameter can be hidden into some pixels by
LSB (Least Significant Bit) replacement, and these LSBs can
be embedded as one part of the payload.

The image recovery and data extraction procedures are
realized in a reverse manner of the embedding procedure.
After getting the stego image 𝑌 , the receiver first extract the
parameters (𝑏𝑚𝑎𝑥, 𝑅, 𝐿) and determines the referential set
E with the shared key 𝑘. With E, the receiver calculate the
prediction value 𝑋 ′(𝑖) of pixels in I and then generate the PEs
such that

𝑒
(𝑅+1)
𝑖 = 𝑌 (𝑖)−𝑋 ′(𝑖), 1 ≤ 𝑖 ≤ 𝑁 (10)
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Fig. 1. Original States of the histogram before embedding
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Fig. 2. States of the histogram before and after embedding with 𝑏𝑚𝑎𝑥 = 4

Then the 𝑅 + 1 rounds extraction is executed. In the 𝑟th
round for 1 ≤ 𝑟 ≤ 𝑅+1, we take the threshold 𝑇𝑟 = 𝑏𝑚𝑎𝑥 −
𝑅 + 𝑟 − 1. If 𝑒

(𝑅−𝑟+2)
𝑖 = 𝑇𝑟, a bit 0 is extracted; and if

𝑒
(𝑅−𝑟+1)
𝑖 = 𝑇𝑟 a bit 1 is extracted. The PE 𝑒

(𝑅−𝑟)
𝑖 is recovered

by

𝑒
(𝑅−𝑟+1)
𝑖 =

{
𝑒
(𝑅−𝑟+2)
𝑖 − 1 if 𝑒

(𝑅−𝑟+2)
𝑖 > 𝑇𝑟

𝑒
(𝑅−𝑟+2)
𝑖 if 𝑒

(𝑅−𝑟+2)
𝑖 ≤ 𝑇𝑟

(11)

After 𝑅+1 rounds, the receiver can extract all the message bits
and get 𝑒(0)𝑖 that is just the original PE 𝑒𝑖. With the original
values of PEs, the pixels 𝑋(𝑖) ∈ I can be recovered by

𝑋(𝑖) = 𝑋 ′(𝑖) + 𝑒𝑖. (12)

B. A Simple Example

To illustrate the embedding procedure, a simple example
is given in Fig. 1 and Fig. 2. The histogram of origi-
nal PEs is shown in Fig. 1. There is 10 bits of message
{0, 1, 0, 0, 1, 1, 0, 1, 0, 0} to be embedded. The modification
result for 𝑏𝑚𝑎𝑥 = 4 is shown in Fig. 2. Table I records
the modification results and distortion, from which we can
calculate the total distortion 𝐷4 = 5.43. In the same manner,
we got distortions for setting 𝑏𝑚𝑎𝑥 = 3, 2, 1 and 0 respectively
by implementing the R+1 rounds embedding, and listed them
in Table II, which shows that the minimal distortion is obtained
by setting 𝑏𝑚𝑎𝑥 = 3.

III. EXPERIMENTAL RESULTS

In this section, we compare the proposed method with Hong
et al.’s method [19] under different embedding payload rate
for resisting steganalysis. Herein, the embedding rate is just
relative payload that is measured by bit per pixel (bpp). The
performances are evaluated by steganalyzers SPAM[20] with
ensemble classifiers[21].
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Fig. 3. Comparison between Hong et al.’s method [19] and the proposed
method for resisting steganalyzer [20].

All experiments in this section are conducted on BOSSbase
ver.1.01 database with an amount of 10,000 gray-scale images
with size 512 × 512, in which 5,000 images are randomly
selected for training, and the rest 5,000 images are used for
testing. We report the testing error which computes the average
of the false positive rate and false negative rate by 10 times
of randomly splitting the training and the testing images.
Higher detecting error rates means stronger security. It can
be observed from Fig. 3, the proposed method significantly
outperforms Hong et al.’s method for various kinds of embed-
ding rates.

IV. CONCLUSIONS

In this paper, we present the conception “reversible
steganography” for covert storage. Reversible steganography
is a special kind of data hiding with reversibility and ability
resisting steganalysis, which is necessary for the applications
of covert storage.

TABLE I
THE MODIFICATION RESULTS AND DISTORION OF THE EXAMPLE SHOWN

IN FIG. 2

original value final value count distortion
4 7 1 1× (4− 7)2 ÷ (4 + 1)
4 6 1 1× (4− 6)2 ÷ (4 + 1)
3 5 2 1× (3− 5)2 ÷ (3 + 1)
3 4 2 1× (3− 4)2 ÷ (3 + 1)
2 3 1 1× (2− 3)2 ÷ (2 + 1)
2 2 3 0

TABLE II
DISTORTION CAUSED BY MULTIPLE ROUNDS EMBEDDING WITH

DIFFERENT 𝑏𝑚𝑎𝑥

𝑏𝑚𝑎𝑥 4 3 2 1 0
distortion 5.43 4.35 11.1 5.4 12.4

We proposed a multi-rounds embedding method for re-
versible steganography, which gives priority to PEs with larger
amplitudes for accommodating data. The main idea behind the
proposed method is that bigger PEs come from complex areas
of images and modification in complex areas is hard to be
detected by steganalysis. Experimental results show that the
proposed method can offer higher undetectability and thus is
more suitable for the scenario of reversible steganography.
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